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Division of Law Enforcement Services
Crime Information Bureau
PO Box 2718
Madison, WI 53701-2718


August, 2000

Dear Reader:

Attached is a proposal for an initial implementation of “eTIME” – a project to enhance and replace Wisconsin’s police telecommunication system.

You will find some background information about the original TIME system, a description of our proposed project, and justification for its many innovative features.  The eTIME project is expected to unfold in seven major phases.  Projected costs for implementation of the first phase are included in this proposal. 

My staff are available to answer questions or to discuss proposal modifications.  Please contact Gerry Coleman, CIB Technical Systems Manager, 608/266-0872, coleman@doj.state.wi.us.





Sincerely yours,





Michael C. Moschkau, Director
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What is “TIME” ?

The Transaction Information for the Management of Enforcement (TIME) system is Wisconsin’s law enforcement telecommunication network.  It connects police departments to

· the FBI (CJIS interstate criminal record index, NCIC hot files)

· the Crime Information Bureau (state criminal records and hot files)

· Dept of Transportation (drivers and vehicles)

· Dept of Natural Resources (boat, snowmobile, and hunters)

· Dept of Corrections (probation, parole, sex offender registry)

· National Law Enforcement Telecommunication System (NLETS) for access to data in every other state, and messaging to 17,000 other police departments nationwide.

The Wisconsin Dept of Justice operates the TIME System Control Center – a computer facility staffed 24x365 for service to 4,000 Wisconsin terminals currently connected to TIME.

What is “eTIME” ?

“eTIME” is a proposal to enhance, and eventually replace, the TIME system.  It will bring a comprehensive array of Internet standards to the law enforcement information business.  It will create a distributed network of web servers to store, index, and retrieve records, documents, photos, and fingerprint images.

“eTIME” will bridge the fixed-format, centralized-switch architecture of legacy systems with the wide open architecture of the Internet.  It will define a state-of-the-art method for handling the graphic and imaging features of NCIC-2000.

“eTIME” will comply with national standards and protocols set by the FBI and NLETS, but it will be a radical departure from traditional networks and systems of its kind.  Here are a few of its innovative features:

· Internet standards.  Yes, eTIME can be used by any authorized user with a browser and an Internet connection.  But eTIME is much more than a web-gateway to legacy systems.  It will incorporate the underlying mechanisms of distributed data servers, search engines, hyperlinked data, and XML/XSL transmission and presentation standards.  

· Eliminate dependence on a central message switch.  eTIME users will have direct access to hundreds of Internet-style law enforcement data servers distributed on the Wisconsin network and elsewhere.  eTIME will be integrated with, and (other than security controls) indistinguishable from other data sources on the public Internet.

· Cross-reference and hyperlink data.  Legacy criminal record and hot file databases will be modified to include pointers to data on other servers.  The pointers will be implemented as hyperlinks on file response messages.  Local agency record management systems, document archives, photo mugshot libraries, and fingerprint image repositories will be web-enabled.

· Fully-visual, graphic messaging.  Presentation stylesheets for every message will incorporate mixed fonts, colors, icons, images, and graphic elements to improve readability and interpretation of data.  Screen controls and navigation will exploit the capabilities of modern web browsers.  Legacy systems that are primarily text-based will be translated to Internet-style formats.  NCIC-2000 images will be integrated into the new presentation formats.

· General-purpose indexing, searching.  eTIME will include Internet-style style search engines that implement unstructured inquiry into hundreds of law enforcement data servers.  Local agencies with web servers will be able to submit a wide variety of documents and records for indexing.

· User authentication.  eTIME will know every authorized person by biometric identification.

 eTIME Day-one Summary

eTIME has been subdivided into seven, consecutive sub-projects.  Using colloquial computer programming terminology, the sub-projects are referred to as “days.”  This proposal contains a description of, and estimated costs for the first phase of eTIME – “day one.”

The important features of day-one eTIME are these:

· eTIME will be visible to anyone with a browser and Internet access.

· eTIME will publish open interface specifications.  Thus, eTIME will be visible to any vendor (records management, or mobile system) who adopts eTIME standards.

· eTIME users and sessions will be authenticated and enabled using security standards that comply with FBI policy.

· XML-standard transmission and presentation formats for input and output messages will be defined.

· All response messages from legacy databases will be parsed and translated into XML format and linked to an appropriate XSL stylesheet.

· Phrased another way, every eTIME response message will be in an XML “transmission” format.  This makes eTIME an ideal data-transfer interface for record management systems, or for pre-filling standard forms.

· And by using stylesheets, the XML data can be tailored to any kind of a “presentation” device with browser functionality:  desktop, laptop, mobile, or palm.

· Three general-purpose inquiry transactions will be developed:  (1) wanted/missing person, (2) stolen vehicle, and (3) Wisconsin criminal history.  The wanted person inquiry will include a fingerprint-image inquiry into the NCIC-2000 database, and graphic formats and image-retrieval mechanisms will be developed for handling the mugshot responses from NCIC-2000.

· A uniform resource locator (URL) address contained in the REMARKS field of a wanted person or stolen vehicle record will be interpreted by the response parser as a photo reference, and will be enabled by the stylesheet as a hyperlink.  The Crime Information Bureau will implement a photo-server for this purpose, although any URL will work.

· All responses to a single inquiry will be summarized on a single, high-level response page.  Detailed response messages will be implemented by hyperlink.

· All users will be authenticated.  Translation between person-identification and terminal-identification will be done where necessary for legacy systems.

Background

The Transaction Information for the Management of Enforcement (TIME) system became operational in 1972, connecting about 150 police departments in Wisconsin to the FBI, and to state files containing driver and vehicle registration, wanted person warrants, and stolen vehicle records.

The TIME system has seen three major upgrades in its lifetime:

· In 1979, the message switch was rewritten to run on a Unisys “medium system” mainframe platform, and the hot file databases were ported from IBM to a Unisys database.

· In 1989, the message switch and hotfile database system were completely redesigned and reprogrammed.  A key feature of this upgrade was the replacement of teletype terminals with “microcomputers.”   Terminal software included formatted-screens, local data editing and logging, and help files.

· In 1999, the TIME system was implemented by a private vendor, CPI, using their OpenFox product.  The primary reason for the change was the obsolescence of the Unisys medium system mainframe and concerns about Y2K compatibility.  The OpenFox product was implemented on an AIX platform.  

eTIME Project Justification

Why Start Now?

Why are we proposing to begin the eTIME project so soon after the 1999 TIME system upgrade?

OpenFox, today’s message switch, is a high-performance message switch, able to handle easily Wisconsin’s message traffic.  The AIX platform is stable, and the entire state network has been converted to IP addressing and socket connections.

But, the OpenFox product has been found to have even less functionality than the 1989 TIME system.  It is troublesome to extend and enhance.  It is not a product that has much future in the Internet world.  Although it does permit interfacing using IP addressing, it does not use secure socket connections (SSL), or any of the Internet standard TCP protocols (like FTP, SMTP, or HTTP).  

OpenFox is a legacy law-enforcement message switch product.  It is a suitable gateway to legacy data systems like NCIC and NLETS, but unsuitable as a server in the Internet world.

In today’s computer world, the life expectancy of any system is short.  Planning for enhancements, upgrades, replacements should be on-going.  We do not think it is too soon to begin planning the next generation system.

Why Internet Technology?

Access to eTIME over the public Internet will allow several hundred police departments in Wisconsin to use the system who cannot afford to do so today.

Hardware and software vendors understand Internet access, the equipment and protocols necessary to interface.  It will be easier and cheaper for agencies to customize their systems to interface to eTIME.

We need a messaging standard that incorporates graphic elements.  Internet formatting standards like XML and XSL handle text and graphic images (icons, fonts, photo mugshots, and fingerprints).  NCIC-2000 requires us to get into the image-handling business, but has not given us an industry-standard way of handling or presenting images to the user.  It perpetuates teletype text font.

The Interstate Rapsheet Standard project being implemented by NLETS has not given us an industry-standard way of handling or presenting mugshot mages to the user.  It perpetuates teletype text font.  Translation to XML and XSL will overcome these limitations.

Federal and state databases have long been referred to as “pointer” systems because they contain “case number” references to information in local record management systems.  Internet standards give us a way to implement these pointers as hyperlinks for the convenience of those who want access to more information.

In today’s data processing world, it is probably more appropriate to require justification for not using Internet standards.   eTIME is designed to build on the successes of Internet technology, and build translators to the legacy systems until they are redesigned.

eTIME Project Principles

Concurrent development.  The eTIME system will be built in parallel to existing legacy systems.  Nothing in the existing TIME system will be discarded until eTIME is fully-functional and proved to be a suitable replacement.  The existing TIME system will continue to change and grow as well.

One day at a time.  eTIME will be developed in a modular fashion.  Each “day” of implementation will add additional features and capacity.

Challenge everything.  No legacy function, operational method, or policy will be implemented without fresh justification.

On-line, interactive.  The legacy system was designed to put teletype text on continuous-feed paper.  eTIME will be designed for presentation display by browsers, hyperlink navigation to distributed data sources, and data exchange between computer systems.  

Assurances

eTIME will comply with FBI security and access policy.  In part, this will be done by moving towards user authentication and away from terminal authentication.

eTIME will adopt national XML standards for data transmission as they are developed by federal working groups.

eTIME will reserve a place for tactical transactions.  It is understood that many law enforcement personnel (like dispatchers and patrol officers) require easy-to-run, easy-to-interpret, rapid-response transactions.

eTIME will challenge every assumption about how and why the law enforcement telecommunication business is conducted.  It will implement, perhaps in new ways, those features that are (a) required by external system policy, or (b) desired.

Project Implementation & Coordination

The project will be the responsibility of the Director of the Crime Information Bureau, Wisconsin Department of Justice.  Project leadership will be assigned to CIB’s technical systems manager who will manage the project jointly with the department’s Bureau of Computing Services.

All of the activities defined for eTIME are outlined in the seven-day plan, attachment A.

An eTIME advisory committee will be appointed from the TIME system user community.  Project detail, priorities, schedule, and pilot activities will be subject to review and comment by the eTIME advisory committee as well as the TIME System Advisory committee.

 A design and programming team will be assembled in DOJ’s Bureau of Computing Services (BCS).  Technical support will be provided by staff of BCS’s Technical Section.  Some deliverables may be contracted out to private vendors.  In all such contracting, State of Wisconsin procurement practices will be followed.

The Crime Information Bureau has thirty years of operational experience in the law enforcement networking business.  It is the designated Control Terminal Agency (CTA) for the FBI/CJIS and for NLETS.  

Project Monitoring & Evaluation

Who will monitor/evaluate the project?

The project will be subject to review by the Administrator of the Division of Law Enforcement Services of the Department of Justice, and monitored by the TIME System Advisory Committee.

What record keeping system(s) will be development/maintained?

The State of Wisconsin’s WISMART system will be used for budget and expenditure control.  Financial and status reporting procedures defined by Wisconsin state law and administrative rules of the Department of Administration will be followed.
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PERSONNEL 

1.
Contract programmers




$    89,600
2.
DOJ funding available




$  (89,600)
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FRINGE BENEFITS 

1.
_______________




$    ______
2.
_______________




$    ______
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TRAVEL  

1.
 







$     ______
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EQUIPMENT


IMMEDIATE NEED

1.
Routers  (1 @ 5,000)




$     5,000

2.
Switches  (2 @ 1,500)




$     3,000

3.
Firewalls (1 @ 12,000)




$    12,000

4.
Intrusion Detection software



$    35,000

5.
Authentication software



$    10,000

6.
Workstation servers (2 @ 12,000)


$    24,000

7.
Workstation software (2 @ 4,500)


$ _   9,000

8.
Java servers (1 @ 6,000)



$ _   6,000


IMMEDIATE NEED SUBTOTAL $104,000


DAY ONE ROLLOUT NEEDS (est. March, 2001)


(add on to above development system)

1.
Switches  (1 @ 1,500)




$     1,500

2.
Line installation  (1 @ 2,500)



$     2,500

3.
Line costs (1 @ 2,800/month x 12)


$    33,600

4.
Load balancing software



$    25,000


DAY ONE ROLLOUT SUBOTAL $ 62,600


PRODUCTION NEEDS (est. September, 2001)


(add on to above rollout system, redundant/secure)

1.
Routers  (2 @ 5,000)




$    10,000

2.
Switches  (3 @ 1,500)




$     4,500

3.
Line installation  (1 @ 2,500)



$     2,500

4.
Line costs (1 @ 2,800/month x 6)


$    16,800

5.
Firewalls (2 @ 12,000)




$    24,000

6.
Shared disk server (1 @ 10,000)


$    10,000

7.
Workstation servers (1 @ 12,000)


$    12,000

8.
Workstation software (1 @ 4,500)


$ _   4,500

9.
Java servers (1 @ 6,000)



$ _   6,000


PODUCTION NEEDS SUBOTAL $ 90,300
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SUPPLIES 

1.
 







$     ______
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CONTRACTUAL 

1. IBM Consulting (Web security,

Authentication, XML



$    60,000
2.
DOJ funding available




$  (25,000)
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Budget Narrative
1. Personnel.   DOJ employs contract staff programmers available from companies who have successfully competed for state contracts.  1.25 contract staff have been assigned to this project.  In addition, DOJ is contributing 2 permanent programmers, 1 technical coordinator, and 1 project lead assigned full time to this project.  Additional resources contributed include as needed support from 2 system designers, customer representatives, WebSphere administrator, and technical and operations staff.

2. Fringe Benefits.   None defined for this project.

3. Travel.  None defined for this project.

2. Equipment. Immediate needs include the purchase of a development and testing platform.  At rollout, a permanent connection to the state’s Internet service is required.  For full operational service, DOJ’s law enforcement systems are implemented with full redundancy.   One year’s operational telecommunication costs have been included.

3. Supplies.  None defined for this project.

4. Contractual.  IBM “specialty” consulting is available to DOJ on state contract.  It is estimated that these services will improve implementation of security, user authentication, and use of XML standards.

DOJ Funding available:  In addition to contributing permanent staff to project team, DOJ has assigned  $114,600 of state money to this project for contract programmer and consulting services. 

ATTACHMENT 1

Wisconsin Department of Justice

Division of Law Enforcement Services

Crime Information Bureau
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Feburary 10, 2000

TO:

Susanne Kufahl, Sharon Miemietz

FROM:
Gerry Coleman

SUBJECT:
The Seven Days of eTIME

Here are proposed eTIME project deliverables.  I know we will think of other things to be done, and I trust we can work out a way to incorporate them into the overall process.

Day 1


· A window in the WileNet web, labeled “eTIME”, that has the appearance of an Internet search engine.

· This window would have

· a single, short-cut search field

· an “advanced search” button linked to help, instructions, examples.

· links to a “people search” form page and a “vehicle search” form page.

· The people-search and vehicle-search forms would be mapped, each to one TIME transaction.

· A shortcut method will be defined that results in the same two TIME transactions.  This method (to the extent possible) will simulate a generic Internet-search-engine style of input.

· Data from the forms and short-cut windows would be converted into an XML-standard document anticipating a new, standard interface for the presentation of transaction initiators to the TIME system – an eTIME XML initiator.

· The eTIME XML initiator will be translated into a TIME-2000 initiator message and submitted to the TIME system for processing.

· Every response from the TIME system will be translated into an XML document, each with a corresponding XSL stylesheet for display on browsers capabable of handling XML/XSL rendering.

· eTIME will generate a single eTIME XML response page, to be returned to the user.  The purpose of the response page is to summarize all of the received messages and provide hyperlinks to the corresponding XML/XSL documents for each response.  The eTIME XML response page will have a corresponding XSL style-sheet to handle the interpretation of results and creation of hyperlink display.

· The documents created will have minimal persistence.  They should be available to the eTIME system and the user for an amount of time equivalent to a casual Internet session – perhaps, one half hour.

· The eTIME response parser will locate “http://”-referenced hyperlinks stored in the “remarks” field of CIB and NCIC stolen vehicle and wanted person records.  These values will be interpreted as hyperlinks to photos, and will be appropriately coded and handled in the XML and XSL translations.

Day 2


· Depending on the content of information entered on the person-search and vehicle-search forms, eTIME will initiate different TIME-2000 transactions.  For example, eTIME could launch a Wisconsin DOT vehicle inquiry if the plate state = “WI” and launch an NLETS vehicle inquiry for other states.

· Each form search will result in one TIME-2000 transaction.

Day 3


· Many additional person and vehicle transactions will be added.

· A single form search may result in multiple TIME-2000 transactions.

· Other categories of searching (like stolen guns, boats, etc.) will be added.

· The person and vehicle inquiries will allow the user to target the inquiry to a particular database (like the DNR hunter file, or the Sex Offender Registry).

Day 4


· A persistent database of XML documents will be implemented.  This database may be a CIB file, or may be a file located on a local police department server.

· The documents will be indexed by a search engine.

· From the user perspective, the shortcut inquiry field, and appropriate forms will be modified to include searches of both TIME-2000 and the search engine.

· From the eTIME perspective, the eTIME XML initiator will specify how searches are to be conducted.  The part of the system that implements the eTIME XML initiator will launch TIME-2000 and/or search-engine as appropriate.

· Responses from the search engine are expected to be pointers to the XML documents in the database.  These references will be included in the eTIME XML response page.  An appropriate mechanism will be defined to handle large numbers of links. 

· eTIME will begin to log, permanently, all eTIME XML initiators and eTIME XML response pages.

Day 5


· Interface agencies will be able to submit eTIME XML initiators that they have created themselves.  They will receive an eTIME XML response page.

· Additional XML document databases will be added to the network and indexed by the search engine.

· The eTIME process will know how to translate an eTIME XML initiator directly into an NCIC, NLETS, DNR, or DOT inquiry.

· The eTIME processor will begin to dis-aggregate TIME-2000 transactions – routing some inquiries directly to NCIC, NLETS, DNR, or DOT directly, and collecting the responses.  It is expected that the TIME-2000 processor will remain (at this time) the owner of the CIB hot files.  Updates and inquiries to the CIB files will go to TIME-2000.

· The XML-translated format of responses received directly from other databases and networks will be logged, permanently.

Day 6


· CIB hotfiles will be implemented as XML databases and indexed by the search engine.

· Unsolicited messages from NLETS and NCIC and other data services will be translated to eTIME XML initiators and presented to eTIME for processing.

· An eMAIL system will be implemented to replace administrative and broadcast messaging.

· TIME-2000 will be unplugged.

Day 7
· All the rest.

eTIME:  Days 1 and 2




















PART III


PROJECT BUDGET/NARRATIVE eTIME DAY ONE





PERSONNEL REQUEST/TOTAL			          $          none





CONTRACTUAL REQUEST/TOTAL		          $        35,000





FRINGE BENEFITS REQUEST/TOTAL		          $          none








TRAVEL  REQUEST/TOTAL		 		$          none








EQUIPMENT REQUEST/TOTAL		          $        256,900





SUPPLIES REQUEST/TOTAL			$		none





GRAND TOTAL	         $     291,900
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