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1 INTRODUCTION

This document contains the content of the communication protocol requirements and transaction format for the transfer of data from LiveScan and CardScan devices to the Next Generation AFIS (NGA) Gateway Service Providers (GSP) system.

1.1 Scope

This specification details the communication protocol requirement and the content of the transaction format for data transfer. 

1.2 Applicable Reference Documents

1. WISCONSIN EFTS STANDARDS DOCUMENT, Wisconsin Department of Justice, V1R3, July 30, 2002.

2. American National Standard for Information Systems – Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Information, National Institute of Standards and Technology (NIST) Document ANSI/NIST-ITL 1-2000, September 2000.

3. Electronic Fingerprint Transmission Specification - Version 7, U. S. Department of Justice, Federal Bureau of Investigation, Document ANSI/NIST-CJIS-RS-0010 (V7), January 29, 1999.

4. Wisconsin Department of Justice NGA Data Dictionary, Doc. No. D331-116A, Release 2.1, September 5, 2002.

2 GENERAL INFORMATION

2.1 ANSI/NIST Formatting

The record format contained herein uses the tagged format defined in the ANSI/NIST Standard dated September 2000.  

2.2 Process Control Number

“Process Control Number (PCN)” is Sagem Morpho’s term for the transaction tracking number. “Transaction Control Number” (TCN) is the State of Wisconsin’s term for the transaction tracking number. The PCN/TCN appears in the transaction_header field (1.09) of the Type 1 record, and is a unique number, which defines the fingerprint card record.  As such, once defined by the fingerprint capture station (LiveScan or CardScan), the NGA GSP will send it to both the CCH and MetaMorpho AFIS for use in all communications between systems.  

3 INTERFACE SPECIFICATION

3.1 Communications Environment

The communications interfaces between the data capture stations and the NGA GSP will be provided on an Ethernet WAN running TCP/IP. 

IP is an Internet-wide Protocol that facilitates Transmission Control Protocol (TCP) entities residing in different systems to exchange messages or message packets (datagrams).  The packets contain addresses of the originating and destination systems. 

TCP provides a reliable, connection-oriented transport interface.  Using IP with TCP provides a full duplex, reliable network facility that can be implemented on various vendor-independent platforms including PC’s, Unix and NT-based workstations, and mainframes. 

3.2 Communication Protocol

The communications protocol application layer for the data capture station to NGA GSP interface will utilize Simple Mail Transmission Protocol (SMTP) and Multipurpose Internet Mail Extensions (MIME).  SMTP is used to transfer E-mail to the NGA GSP and is independent of the transmission subsystem, requiring only a reliable ordered data stream channel.  The data stream channel will be provided by the transport layer TCP.  The transport service provides an inter-process communication used by SMTP to transfer mail from one system to another. 

Submission to the Wisconsin NGA GSP shall be addressed as:

To: 
livescan_mail@mail.wiscgsp3.wisconsindoj.com

From:
<account_name>@<domain>

Subject:

<originating_agency_identifier>.<transaction_control_number>.<type_of_transaction>

Multipurpose Internet Mail Extensions allows the representation and exchange of multi-part textual and non-textual message bodies without loss of data, including multiple objects in a single message.  These objects may represent text in character sets other than the American Standard Code for Information Exchange (ASCII), multi-font text messages, and non-textual materials such as images.  This makes the protocol suitable for exchanging textual and non-textual data.

The demographic data will be prepared as a NIST record in accordance with the Wisconsin specifications.  Fingerprint, palmprint and, as appropriate, photographic images will be captured, digitized, and compressed. Upon completion of capture of the images, the images will be processed into ANSI/NIST Type-4, Type-10 (facial and SMT images) and Type-15 (Palmprint) records and merged with the Type-2 demographic data and a Type-1 record will be generated. 
The demographic data and images will be sent as an E-mail attachment using SMTP/MIME to the NGA GSP Integration Module.  If the connection is not made, the scanning device should be programmed to either recognize this condition, or will time out.  In either case, it will store the transaction until a later time and re-attempt the transmission. 

If the submission is not acceptable to the NGA GSP, and an error is generated, an E-mail will be sent from the NGA GSP to the Error Client PC.  This email server will deliver the error message to a designated workstation or system for review and possible correction by the user.   The transaction can then be resubmitted in its entirety. 

4 DATA CAPTURE STATION TO NGA GSP TRANSACTION FORMAT

4.1 Conventions

Please refer to the Data Dictionary (reference #4 under Section Applicable Reference Documents) for requirements (field min and max, data types), editing information, detailed descriptions and example data for all fields described below.  Only exceptions to the Data Dictionary are noted in the tables below.
4.2 ANSI/NIST Type 1 Record

The following is the detailed record layout of the type 1 NIST record that will be sent to the NGA GSP from the Generic Capture Stations.  The requirement indicator in the Comments column is based on the expectation that the record will be submitted to the NGA GSP as well as to the IAFIS.

	Tag #
	Field Name
	Content
	Comment

	1.01
	Logical Record Length (LEN)
	1.01:[LENGTH]
	Required. Total bytes in Type-1 record, including this field and all separators; defined as 10 digits with leading zeroes.

	1.02
	ANSI Version No. (VER)
	1.02:0200
	Required. Version of MORPHO ANSI to which this interface complies.  

	1.03
	Transaction Content (CNT)
	1.03:1[IDC] …10 [IDC]} 4 [IDC] (2…14) {4 [IDC] 2[# of records]
	Required. Links this Type-1 record with succeeding records and counts succeeding records.

1st image record and IDC. 

Succeeding image record #’s (@, $, 10, etc.) and IDC’s.

	1.04
	Transaction Code (TOT)
	1.04:CAR
	Required. Defines this as a criminal adult submission. 

	1.05
	File Date (DAT)
	1.05:[CCYYMMDD]
	Required. Date the scanning device sent message. 

	1.06
	Message Priority (PRY)
	1.06:[PRIORITY]
	Optional.  Transaction priority. (1,2,3 or 4). 1=highest / 4=lowest. 

	1.07
	Message Destination (DAI)
	1.07:NGA GSP
	Required. Destination Identifier. 

	1.08
	Message Origination (ORI)
	1.08:[LSID]
	Required. Livescan ID. 

	1.09
	Transaction Control Number (TCN)
	1.09:[TCN] 
	Required. Tracking Control Number 

	1.11
	Native Scanning Resolution (NSR)
	1.11:19.6850
	Required. Capture resolution of images, expressed in pixels per millimeter (p/mm). 

	1.12
	Transmitting Resolution (NTR)
	1.12:19.6850 
	Required. Transmitting resolution of images, expressed in pixels per millimeter (p/mm).


4.3 ANSI/NIST Type 2 Record

The following is the detailed record layout of the type 2 NIST record that will be sent to the NGA GSP from the Data Capture Station. 


	Tag #
	Field Name
	Content
	Comment

	2.001
	Logical Record Length (LEN)
	2.001:[length]
	Required.  Defines total bytes in Type-2 record, including this field and all separators; defined as 10 digits with leading zeroes. 

	2.002
	Image Designation Character (IDC)
	2.002:00
	Required. Defines the type of record, matches with a value in the CNT field of the Type 1 record. 

	2.005
	Retention Code (RET)
	2.005:[Y/N]
	Required. ‘Y’ indicates that the submitted data is to be retained in the FBI CCH. ‘N’ indicates search and return. 

	2.006
	Attention Indicator (ATN)
	2.006:[ATN] 
	Optional. This field shall contain the designation of the individual to whose attention a response is to be directed.

	2.007
	Send Copy To (SCO)
	2.007:[SCO] (1…10){ [SCO]}
	Optional.  This field is generally used only when sending a fingerprint to IAFIS.  An ORI is entered here to designate where to send a copy. This field is return unchanged by the IAFIS system.  

	2.009
	Originating Agency Case Number (OCA)
	2.009:[OCA] 
	Optional. This field contains the identifier used by the Arresting Agency to represent the case/subject for which an arrest is being reported.

	2.014
	FBI Number (FBI)
	2.014: [FBI#]
	Optional. This field contains the FBI identification number assigned to the subject by the FBI.

	2.015
	SID Number (SID)
	2.015:[SID#] 
	Optional. This field contains the confirmed subject's State Identification Number (SID) used in Wisconsin's Criminal History System (CCH).

	2.016
	SSN Number (SOC)
	2.016:[SSN#] (1…5){ [SSN#]}
	Optional. Unique number assigned to an individual by the social security administration. 

	2.017
	Misc. ID Number (MNU)
	2.017:[MISC#] (1...25){ [MISC#]} 
	Optional. Contains any miscellaneous ID numbers for an individual. 

	2.020
	Place of Birth (POB)
	2.020:[POB] 
	Required. Place of Birth 

	2.021
	Citizenship (CTZ)
	2.021:[CTZ] 
	Required. Country of citizenship. 

	2.022
	Date of Birth (DOB)
	2.022:[CCYYMMDD]
	Required. Date of Birth  

(Subsequent DOB’s are listed in field 2.202).

	2.024
	Sex (SEX)
	2.024:[SEX] 
	Required. This field contains a code indicating the gender of the individual.

	2.025
	Race (RAC)
	2.025:[RACE] 
	Required. This field contains a code indicating the race of the individual.

	2.027
	Height (HGT)
	2.027:[HGT] 
	Required. Specifies the height of the individual. 

	2.029
	Weight (WGT)
	2.029:[WGT] 
	Required. Specifies the weight of the individual.

	2.031
	Eye Color (EYE)
	2.031:[EYE] 
	Required. This field contains a code indicating the Eye Color of the individual.

	2.032
	Hair Color (HAI)
	2.032:[HAIR] 
	Required. This field contains a code indicating the Hair Color of the individual.   

	2.035
	Palm Prints Taken (PPT)
	2.035:[PPT] 
	Optional. If palm prints are available, this field shall contain a "Y"; otherwise, the field shall be omitted.

	2.036
	Photo Available (PHT)
	2.036:[PHT] 
	Optional. If a photograph of the subject is available at the local agency, this field shall contain a "Y"; otherwise, the field shall be omitted.

	2.037
	Reason Fingerprinted (RFP)

  Reason

  Authority

  Position
	2.037:[REASON] [POSITION] [AUTHORITY] 
	Optional.  This field indicates the purpose of a civil or applicant fingerprint card submission to the FBI.

	2.038
	Date Printed (DPR)
	2.045:[CCYYMMDD]
	Required. Date the person was fingerprinted.

	2.045
	Date of arrest (DOA)
	2.045:[CCYYMMDD]
	Required. Date the person was arrested.

	2.056
	Identification Comments (ICO)
	2.056:[ICO] 
	Required.  Comments for caution. This field is truncated to 50 characters when transmitting to IAFIS.

	2.067
	Image Capture Equipment Info. (IMA)


Equipment Make (MAK)


Equipment Model (MOD)


Serial Number (SERNO)
	2.067:[MAK]  [SERNO]  [MODL] 
	Optional. This free text field is used to log the make, model, and serial number of the equipment used to acquire images.

	2.068
	Image Preprocessing (IPP)
	2.068: [Y]
	Optional. Indicates whether the image is an original or has been processed with a lossless algorithm. 

	2.070
	Request for Rap Sheet (RAP)
	2.070:[Y/N] 
	Optional.  A ‘Y’ indicates a rap sheet is desired. Omitted field indicates no rap sheet is desired.

	2.073
	Controlling Agency Identifier (CRI)
	2.073:[ORI#] (2…3) {[ORI#]}
	Required. Contains the originating agency in control of the transaction when different from the one submitting the transaction, and up to two additional agency-ORI-references if desired.

	2.084
	Amputated or Bandaged (AMP)
	2.084:( [FGN]  [AMPCD]} [FGN]  [AMPCD] (2…9){
	Conditional. This field shall be used anytime there are fewer than ten printable fingers in a ten-print submission. If present this grouped field contains information about the missing finger(s) and the reason missing. 

	2.200
	Name Segment (WNM)

Last Name (WNL)

First Name (WNF)

Middle Name (WNM)

Suffix (WNX)
	2.200:[LASTNAME]  [SUFFIX]  [MIDDLENAME]  [FIRSTNAME] 
	Required. This is a group field made up of several sub-fields containing the name of the subject.
When submitting to IAFIS as 2.018, the sub-fields are reformatted with a comma following the last name, and a blank following the first and middle names if appropriate. Any apostrophe is removed.

	2.201
	Alias Name Segment (WAD)


Last Name (WAL)


First Name (WAF)


Middle Name (WAM)


Suffix (WAX)
	2.201:[LASTNAME] [SUFFIX]} [MIDDLENAME]  [FIRSTNAME] [LASTNAME]  [SUFFIX] (1…25){  [MIDDLENAME]  [FIRSTNAME] 
	Optional.  This is a group field made up of several sub-fields containing the alias of the subject.

When submitting to IAFIS as 2.019, the sub-fields are reformatted with a comma following the last name, and a blank following the first and middle names if appropriate. Any apostrophe is removed.

	2.202
	Alias Date of Birth (WAD)
	2.202:[CCYYMMDD] (1…25)  {[CCYYMMDD]} 
	Optional. This field contains alias date of births.

	2.203
	Scars/Marks/Tattoos (WST)


S/M/T Code (SMT)


S/M/T Description (SMD)
	2.203:[CODE]  [DESCRIPTION]}[CODE ] [DESCRIPTION] (1…25){ 
	Optional. For each scar, mark or tattoo present on the subject, this field shall contain the appropriate code and description.
The first ten occurrences of the SMT sub-field may be submitted to IAFIS as the 2.026 field.

	2.204
	Employer Segment (WEM)


Employer Name (WEN)


Street Address Line 1 (WE1)


Street Address Line 2 (WE1)


City (WEC)


State/Country (WES)


Zip Code (WEZ)
	2.204:[EMPNAMEZIPCODE]}ST-COUNTRYCITYST-ADDR2ST-ADDR1[EMPNAMEZIPCODE] (0…5){ST-COUNTRYCITY ST-ADDR2ST-ADDR1
	Optional. This is a group field made up of several sub-fields that provide the details of the subject's employer(s).
The first occurrence, truncated to 120 characters, will be submitted to IAFIS as the 2.039 field.

	2.205
	Occupation (WOC)
	2.205:[OCCUPATION](1…5) { [OCCUPATION]} 
	Optional. This field contains the subject's occupation.
The first occurrence will be submitted to IAFIS as field 2.040.

	2.206
	Residence Address (WRA)


Street Address Line 1 (WR1)


Street Address Line 2 (WR2)


City (WRC)


State/Country (WRT)


Zip Code (WRZ)
	2.206:[ ST-ADDR1][ZIPCODE]}[ST-COUNTRY][CITY][ST-ADDR2][ST-ADDR1][ZIPCODE] (1…5){[ST-COUNTRY][CITY] [ST-ADDR2]
	Optional. This is a group field made up of several sub-fields that provide the details of the subject's residence.
The first occurrence, truncated to 120 characters, will be submitted to IAFIS as field 2.041.

	2.210
	Card Type
	2.210:[TYPE] 
	Required by MetaMorpho AFIS. 

This field contains a single character code which defines the card type. 

	2.211
	Region
	2.211: [REGION-CODE]
	Required only by MetaMorpho AFIS.  

This field contains a code defining the region in which a criminal has been active.

	2.220
	Arrest Segment (WAS)


Arr Charge Segment # (acq)


Charge Statute (acs)


Charge Statute Literal (lacs)


Charge Statute Modifier (acm)


Charge Modifier Literal (lacm)


Charge Ordinance Literal (aco)


Date of Offense (doo)


NCIC Code (acn)


Counts (acc)


Severity Code (acv)


Source code (csr)


Juv Waived to Adult Indicator (jwi)


Disposition Code (dpc)


Disposition Code Literal (ldpc)


Disposition Date (ddt)


Disposition Remarks (drm)
	2.220:[SEGMENT#] [REMARKS]} [DISPODATE] [DISPOCODE-LITERAL]  [DISPOCODE]  [Y/N]  [SOURCE]  [SEVERITY]  [COUNTS]  [NCIC]  [OFF-DATE]  [ORDINANCE]  [MODIFIER-LITERAL]  [MODIFIER] [STATUTE-LITERAL]  [STATUTE] [ SEGMENT#] [REMARKS] (1…50){[DISPODATE] [DISPOCODE-LITERAL]  [DISPOCODE]  [Y/N]  [SOURCE]  [SEVERITY]  [COUNTS]  [NCIC]  [OFF-DATE]  [ORDINANCE]  [MODIFIER-LITERAL] [MODIFIER]  [STATUTE-LITERAL]  [STATUTE] 
	Conditional.  Required when submission type field (STP) is “JL”, “AR”, or “PR”, and must be omitted when STP field is “PB”, “PL”, or “SO”.This is a field made up of several sub-fields that provide the details of the charges included in the arrest.  
 

	2.221
	Disposition Agency ORI (DAO)
	2.221:[ORI] 
	Conditional.  Required if any disposition code field (DPC) is greater than zero; otherwise it is omitted. This field contains the originating agency identifier number (ORI) of the court or other agency that is reporting the disposition.

	2.222
	Court Case Number (CCN)
	2.222:[CASE#] 
	Optional.  This field is optional if there is a disposition reported; otherwise it must be omitted. This field contains the court case (docket number) in which the disposition was filed or from which it was recorded.

	2.225
	Disposition Sentence Segment (DSS)


Corresponding Charge Sequence Number (SDQ)


Sentence Sequence # (SQN)


Sentence Date (SDT)


Sentence Code (SCD)


Sentence Length-Years (SLY)


Sentence Length-Months (SLM)


Sentence Length-Days (SLD)


Life Sentence Indicator (SLI)


Sentence Fine Amount (SFA)


Sentence Comments (SCM)
	2.225:[CHGSEQ#] [COMMENTS]  [FINE]  [Y/N]  [DAYS]  [MONTHS]  [YEARS]  [SENTCODE]  [SENTDATE]  [SENTSEQ#]  [CHGSEQ#]  [COMMENTS] (1...100) { [FINE]  [Y/N]  [DAYS]  [MONTHS]  [YEARS]  [SENTLITERAL]  [SENTCODE]  [SENTDATE]  [SENTSEQ#] 
	Optional. This field is optional if there is a disposition reported; otherwise it must be omitted. This is an optional group field made up of several sub-fields containing the information on the sentence or sentences for a given disposition. Up to 100 occurrences.



	2.230
	Arrest Tracking Number (ATM)
	2.230:[TRACKING#] 
	Required. This field will contain the unique tracking number that is assigned to every arrest event originating from a Wisconsin Booking Agency. 

	2.231
	Scanning Station ID (STI)
	2.231:[STATION] 
	Required. This field contains the identifier for the electronic scanning station that was used in the fingerprinting and transmitting of the transaction. 

	2.232
	Official Taking Prints (OPR)
	2.232:[OFFICIAL] 
	Required. This field contains the name of the official responsible for taking the fingerprints of the subject. 

	2.233
	Arresting Agency ORI (AAI)
	2.233:[ORI] 
	Required. This field contains the originating agency identifier number (ORI) of the agency that made the arrest. 

	2.234
	Booking Agency ORI (BAI)
	2.234:[ORI] 
	Required. This field contains the booking agency's identifier number (ORI). 

	2.235
	Submission Type (STP)
	2.235:[TYPE] 
	Required. This field contains a code that identifies the type of 10 print transmission that is being submitted. 

	2.236
	Date Received by SFS (DTS)
	2.236:[CCYYMMDD] 
	Required.  This field will be filled in by the SFS after the arrest has been posted to WI CCH database. It is not to be sent by the local transmission site. This field contains the date the transaction was received by Wisconsin’s Store and Forward System (GSP).

	2.237
	Time Received by SFS (TIS)
	2.237:[HHMMSS] 
	Required.  This field will be filled in by the SFS after the arrest has been posted to WI CCH database. It is not to be sent by the local transmission site. This field contains the time the transaction was received by Wisconsin’s Store and Forward System (GSP).

	2.238
	Juvenile Submission Indicator (JCI)
	2.238:[Y/N] 
	Required.  This field indicates whether or not a subject is considered a juvenile under WI law.

	2.239
	Local Identification Number (LID)
	2.239:[ID#] 
	Optional. This field contains the identification number used by either the arresting and/or booking agency to uniquely identify a subject. (1-30 ANS). 

	2.240
	Booking Agency Case  Number (BAC)
	2.240:[CASE#] 
	Optional. This field will contain the case number used by the Booking Agency to represent the arrest/booking of the subject. 

	2.241
	Operator ID (OID)
	2.241:[ID#] 
	Optional. This field contains the identifier that represents the operator who was responsible for taking the prints (live scan) and/or transmitting the 10 print submission to the Wisconsin’s Store and Forward System. 

	2.245
	Arrest Comments (ACO)
	2.245:[COMMENTS] 
	Optional. Additional miscellaneous arrest remarks may be entered in this field. 

	2.246
	Process Control Number (PCN)
	2.246:[PCN] 
	Required. This field contains a code that is used to uniquely identify a transmission. 

	2.247
	Contributed FBI Number (CBI)
	2.247:[FBI#] 
	Optional. This field contains the FBI Identification Number that the agency making the arrest or sending the transmission believes has been previously assigned to the subject. 

	2.248
	Contributed SID (CSD)
	2.248:[SID#] 
	Optional. This field contains the Wisconsin State Identification Number (SDI) that the arresting/booking agency believes has been previously assigned to the subject. 

	2.250
	Corrections Segment (WCS)


DOC ID (DOC)


DNA Collected Indicator (DNA)
	2.250:[DOC-ID#]  [Y/N] 
	Optional. This is a group field made up of several sub-fields that provide information from the Department of Corrections.

	2.255
	Edit Table Version Number (TVS)
	2.255:[VERSION#] 
	Required. This field represents the current or latest version of the edit tables that are to be used for electronic submission of fingerprints. 

	2.260
	Victim Segment (WVS)
	2.260:[VICTIM-TEXT] 
	Optional. This is a field that will contain information about victim(s) associated with the charges in the ten print submission.


4.4 ANSI/NIST Type 4 Image Record Format 

4.4.1 Fingerprint Image Requirements

NGA GSP supports the ANSI/NIST Type 4 image format. Refer to the American National Standard for Information Systems – Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Information, National Institute of Standards and Technology (NIST) Document ANSI/NIST-ITL 1-2000, September 2000, for the precise format of this record. 

All fingerprints must be transmitted employing an FBI-certified version of the Wavelet Scalar Quantization (WSQ) Greyscale Image Compression Specification algorithms (dated November 15, 1993) yielding a 15:1 ratio.   
The images are to be concatenated to the end of the last character of the Type-2 record defined above.  The Type-4 record contains binary data recorded as ordered fixed-length binary fields.  The entire length of the record shall be recorded in the first four-byte binary field of each record.  Neither the record number with its period, nor the field identifier number and its following colon shall be recorded.  Furthermore, as all fields of the record are either fixed or specified, none of the four separator characters (US , RS . GS . or FS ) shall be interpreted as anything other than binary data.  For these binary records, the “FS” control character shall not be used as a record separator or transaction terminating character.

4.4.2 Record Data Format

	Field
	Field
	
	
	
	Field Size Per
	Max #
	
	

	#
	Ident
	Field Name
	Field Cond
	DataType
	Min
	Max
	occurs
	Special Characters
	Occurrence

	1
	LEN
	Logical Record Length.
	M
	B
	4
	4
	1
	NA
	00 00 7B 6A

	2
	IDC
	Image Designation Character
	M
	B
	1
	1
	1
	NA
	01

	3
	IMP
	Impression Type
	M
	B
	1
	1
	1
	NA
	01

	4
	FGP
	Finger Position
	M
	B
	6
	6
	1
	NA
	01 FF FF FF FF FF

	5
	ISR
	Image Scanning Resolution
	M
	B
	1
	1
	1
	NA
	01

	6
	HLL
	Horizontal Line Length
	M
	B
	2
	2
	1
	NA
	03 20

	7
	VLL
	Vertical Line Length
	M
	B
	2
	2
	1
	NA
	03 20

	8
	GCA
	Grayscale Compression Algorithm
	M
	B
	1
	1
	1
	NA
	01

	9
	IMG
	Image Data
	M
	B
	
	2E+06
	1
	NA
	BINARY IMAGE STREAM


4.5 ANSI/NIST Type-10 Facial and SMT Image Record

4.5.1 Facial and SMT Image Requirements

The following is the detailed record layout of the Type-10 record that will be sent from the Data Capture Stations  to the NGA GSP. An unlimited number of images may be included in the transaction. Refer to the American National Standard for Information Systems – Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Information, National Institute of Standards and Technology (NIST) Document ANSI/NIST-ITL 1-2000, September 2000 for the precise format of this record.

The images will typically be concatenated to the end of the last character of the Type-4 records defined above.  However, their exact position in the transaction is defined in the Type-1 record Transaction Content field, 1.03.
4.5.2 Record Data Format
	
	
	
	
	
	Field Size Per
	Max
	

	Field Nmbr
	Field Ident
	Field Name
	Field Cond
	DataType
	Min
	Max
	#

occurs
	Example

	10.001
	LEN
	Logical Record Length.
	M
	N
	3
	7
	1
	10.001:999 

	10.002
	IDC
	Image Designation Character
	M
	N
	1
	4
	1
	10.002:0200

	10.003
	IMT
	Image Type
	M
	A
	4
	6
	1
	10.003:FACE

	10.004
	SRC
	Source Agency /ORI
	M
	AN
	9
	20
	1
	10.004:WI03020001

	10.005
	PHD
	Photo Date 
	M
	N
	8
	8
	1
	10.005:19980201

	10.006
	HLL
	Horizontal Line Length
	M
	N
	3
	4
	1
	10.006:480

	10.007
	VLL
	Vertical Line Length
	M
	N
	3
	4
	1
	10.007:600

	10.008
	SLC
	Scale Units
	M
	N
	1
	1
	1
	10.008:0

	10.009
	HPS
	Horizontal Pixel Scale
	M
	N
	2
	4
	1
	10.009:01

	10.010
	VPS
	Vertical Pixel Scale
	M
	N
	2
	4
	1
	10.010:01

	10.011
	CGA
	Compression Algorithm
	M
	A
	4
	6
	1
	10.011:JPEGB

	10.012
	CSP
	Color Space
	M
	A
	3
	4
	1
	10.012:YCC

	10.020
	POS
	Subject Pose
	M
	A
	1
	1
	1
	10.020:L

	10.021
	POA
	Pose Offset Angle
	O
	N
	1
	4
	1
	10.021:45

	10.022
	PXS
	Photo Description
	O
	A
	3
	20
	9
	10.022:GLASSES

	10.999
	DAT
	Image Data
	M
	B
	2
	5E+06
	1
	10.999:image data 


4.6 ANSI/NIST Type-15 Palmprint Image Record

4.6.1 Palmprint Image Requirements

The following is the detailed record layout of the Type-15 record that will be sent from the Data Capture Stations to the NGA GSP. A maximum of four (4) images may be included in the transaction. Refer to the American National Standard for Information Systems – Data Format for the Interchange of Fingerprint, Facial, & Scar Mark & Tattoo (SMT) Information, National Institute of Standards and Technology (NIST) Document ANSI/NIST-ITL 1-2000, September 2000 for the precise format of this record.

The images will typically be concatenated to the end of the last character of the Type-10 records defined above.  However, their exact position in the transaction is defined in the Type-1 record Transaction Content field, 1.03.
4.6.2 Record Data Format
	
	
	
	
	
	Field Size Per
	Max
	

	Field Nmbr
	Field Ident
	Field Name
	Field Cond
	DataType
	Min
	Max
	#

occurs
	Example

	15.001
	LEN
	Logical Record Length.
	M
	N
	4
	8
	1
	15.001:733170 

	15.002
	IDC
	Image Designation Character
	M
	N
	2
	5
	1
	15.002:16

	15.003
	IMP
	Impression Type
	M
	N
	2
	2
	1
	15.003:0

	15.004
	SRC
	Source Agency /ORI
	M
	AN
	10
	21
	1
	15.004:WI03020001

	15.005
	PCD
	Palmprint Capture Date 
	M
	N
	9
	9
	1
	15.005:20010201

	15.006
	HLL
	Horizontal Line Length
	M
	N
	4
	5
	1
	15.006:2750

	15.007
	VLL
	Vertical Line Length
	M
	N
	4
	5
	1
	15.007:4000

	15.008
	SLC
	Scale Units
	M
	N
	2
	2
	1
	15.008:2

	15.009
	HPS
	Horizontal Pixel Scale
	M
	N
	2
	5
	1
	15.009:197

	15.010
	VPS
	Vertical Pixel Scale
	M
	N
	2
	5
	1
	15.010:197

	15.011
	CGA
	Compression Algorithm
	M
	AN
	5
	7
	1
	15.011:WSQ20

	15.012
	BPX
	Bits per Pixel
	M
	N
	2
	3
	1
	15.012:8

	15.013
	PLP
	Palmprint Position
	M
	N
	2
	3
	1
	10.013:21

	15.014 15.019
	RSV
	Reserved for Future Inclusion
	
	-
	-
	-
	-
	-

	15.020
	COM
	Comment
	O
	AN
	2
	128
	1
	

	15.021 15.199
	RSV
	Reserved for Future Inclusion
	
	-
	-
	-
	-
	-

	15.200 15.998
	UDF
	User-Defined fields
	O
	-
	-
	-
	-
	-

	15.999
	DAT
	Image Data
	M
	B
	2
	-
	1
	<733KB OF DATA COMPRESSED @ 15:1>


5 NGA GSP ERROR RESPONSE TRANSACTION 
Upon receipt of an incoming transaction from a scanning device, the NGA GSP will perform an edit on the records.  If any error is detected at this time, the entire transaction submitted (All Type-1, 2, 4’s and 10’s) will be sent from the NGA GSP to the Error Store and Forward (ES&F) as an attachment to an email message.  Included in the text of the email will be an indication of the problem identified:

PCN (1.09) % transaction, sent by ORI (1.08) % has been rejected for the following reason:
%

The error messages generated by the system are presented in Appendix A, separated by error category.

6 REVISION HISTORY

	DATE
	BY
	REVISION
	COMMENTS

	July 19, 2002
	
	Release 1.0
	Initial draft based on Metamorpho version .  Removed all references to GSP III and MetaMorpho; revised those references to indicate NGA GSP.

	September 3, 2002
	tjc
	Release 1.2
	Added 2.053 Region code, deleted 2.211 and 2.212 fields. Modified 2.255 Edit Version field to indicate 7 AN character type. 

	September 10, 2002
	MEN
	Release 1.3
	Change 1.11 & 1.12 to 19.6850.
Add ref to WI NGA Data Dict.
Add section 4.1 Conventions to refer to Data Dict, and remove references to field requirements, editing rules, etc except where differ from Dict.

Re-format Type-1 and Type-2 tables to be consistent w/ other docs. 
Correct contents of 2.201 to show all sub-fields

2.056 = Required

Move 2.211 to proper place in table to be in tag# order

Change 2.200 from Required to Conditional

Add requirements and desc for 2.200-2.245, 2.247-2.500, and 2.600

Add desc for 2.246 and 2.255


7 Appendix A: System Generated Error Messages for Failed Submissions

A. TRANSACTION

· "No transaction header for %"

· "No description for record % in format %"

· "Too many records in format % (reached %)"

· "Type % already declared in format %"

· "Format % doesn't exist"

· "No header record built for format %"

B. RECORD

· "Bad record's field 'len'"

· "Invalid record type in format %, type found %"

· "Invalid number of record for type %"

C. FIELD

· "Bad Field %"

· "% Too many occurences (%)"

· "Missing mandatory field %"

D. BUFFER ERRORS

· "% : Buffer too small (expected % , found %)"

· "% : Image buffer too small"

· "% : Value overflow, max = %"

E. CONTENT

· "% is not present" (Mandatory entry not found)

· "'%' not a possible value for %"

· "% : regular expression '%' is not valid"

· "% : bad character set for the value %"

· "Invalid date format: %"

· "Invalid month: % (in field %)"

· "Invalid day: % (in field %)"

· "Invalid time format: %"

· "Invalid hour: % (in field %)"

· "Invalid minute: % (in field %)"

· "Invalid second: % (in field %)"

· "'%' has no corresponding enum value in content %"

· "Bad boolean value: %"

F. DATA FIELD

· "Empty variable"

· "Invalid format data field"

· "Invalid variable %"

G. DATA ORGANIZER

· "% : bad DataOrganizer"

· "Cannot compute record type for format % (found %)"

· "Too many images in data organizer (field = %; max = %)"

· "DataOrganizer is too big"

H. PARSING XML

· "Problem with XML file %"

· "Invalid file descriptor" (XML file not found)

· "Value overflow in DataOrganizer"

· "Insufficient iteration in %"

· "Insufficient data for iteration in %"

· "Too much data for iteration in %"

I. FORMAT

· "Format % cannot decode the buffer"

· "Rule error: % (in format %)"

· "No suitable format found, last error was: %"


